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ABSTRACT

This paper explores Internet of Things (IoT) devices have strict energy constraints as they often operate on a battery supply. The cryptographic operations within IoT devices consume substantial energy and are vulnerable to a class of hardware attacks known as side-channel attacks.  In this paper, we propose 2-SPGAL, a 2-phase sinusoidal signal based clocking implementation of Symmetric Pass Gate Adiabatic Logic (SPGAL). Aagain look to adiabatic logic to design secure circuits with uniform power consumption, thus, defending against power analysis attacks. Further, this project is enhanced by using gate diffusing input to further reduce both area and power constraints as an optimization of proposed method.The findings of this study can guide the Dynamic Power Optimised Gates Using 2P-SPGAL For CPA.

 INTRODUCTION  
The continuous demand for higher performance and more functionality in Internet of Things (IoT) devices are necessary for the functions of modern life. IoT devices have a wide range of uses from the manufacturing sector [1] to everyday consumer products [2]. Many of these IoT devices are battery operated and thus reduced energy consumption is key to extending the use of these devices. Furthermore, many of these IoT devices, such as medical devices, transmit and store sensitive data thus making them prime targets for hardware attacks [3]. Flying ad hoc networks must be energy-efficient to remain mobile and functioning for long periods of time [4]. Further, the communication testbeds for these networks are a potential point for hardware attacks. One form of hardware attack IoT devices face is a side-channel attack. Side-channel attacks look to exploit secure information through a device’s side channels such as power consumption [5], timing [6], etc. Defense mechanisms against side-channel attacks can cause drastic energy increases; thus, the ideal solution should reduce energy consumption while defending against side-channel attacks Novel design techniques such as adiabatic logic are promising to both reduce energy consumption and defend against a type of side-channel attack known as power analysis attacks [9]. Adiabatic logic reduces the dynamic energy consumption of a circuit by recycling stored charge in the load capacitor back into the clock to be used again [10]. Furthermore, dual-rail adiabatic circuits can be designed so that the circuits are balanced and power consumption remains uniform preventing information leakage [9]. Figure 1 shows the categories of countermeasures against Correlation Power Analysis Attacks (CPA).This paper provides an overview of these techniques and evaluates their effectiveness in reducing energy consumption while maintaining acceptable levels of performance.  

Adiabatic Switching
· Is a circuit design technique that reduces the energy consumption of the transistor using periodic (e.g., trapezoidal wave, Sinusoidal) power supply.
· Adiabatic logic reduces the energy lost compared to the conventional static CMOS logic; hence, this logic is suitable for low power consumption IoT devices and encryption logic circuits
CCMOS VS Adiabatic
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REQUIREMENTS SPECIFICATION  
TANNER TOOL
Hardware Requirements:  
	 	System  	 
	:  
	Intel core i5 Processor.  

	 	Hard Disk   
	:  
	1000 GB.  

	 	Monitor   
	:  
	15’’ LED  

	 	Input Devices  
	:  
	Keyboard, Mouse  

	 	Ram  	 
 Software Requirements   
	:  
	8 GB  

	 	Operating system  
	:  
	Windows 8,10  

	 	Web Framework  



SYSTEM ARCHITECTURE  : PROPOSED SYSTEM


	:  
	VLSI
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· Sense amplifier
· Discharge circuit. 
· Two PMOS transistors M1 and M2, are connected in a back-to-back fashion to construct a sense amplifier/latch
· The evaluation network produces the output bit set as per input signal condition at evaluation blocks. 
· The discharge transistor M3 and M4 help to reset the output to maintain uniform power consumption.
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IMPLEMENTATION : 
· We Proposed in this project by using(Modified Adiabatic Logic)gate diffusing input to further reduce both area and power constraints as an optimization of proposed method
· Adiabatic logic to design secure circuits ,thus, defending against power analysis attacks.








RESULTS  
Proposed Output 
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Conclusion  
Implemented GDI based 2-SPGAL, a 2-phase sinusoidal signal based clocking implementation of Symmetric Pass Gate Adiabatic Logic (SPGAL), is a new logic style for low-power and secure computing using energy recovery circuits. 2-SPGAL requires few transistors compare to existing work on 2-phase secure adiabatic logic (2-EE-SPFAL). The 2-SPGAL shows significant energy saving at different frequencies compared to 2-EE-SPFAL and standard CMOS. Further, we demonstrated 2-SPGAL based PRESENT-80 is resistant against the CPA side-channel attack as a case study. In the future, post-layout area analysis and its effect on capacitance need to be evaluated. In conclusion, the proposed 2-SPGAL is a promising logic style to design secure and energy-efficient IoT edge computing nodes, Radio Frequency Identification (RFID), and Cyber Physical System (CPS).
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SPGAL
(Symmetric Pass Gate Adiabatic Logic)

* This logic family uses a 4-phase timing, that is
wait/discharge (T1), evaluate (T2), Hold (T3), and
recovery (T4).

* SPGAL input/buffer configuration
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