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Abstract: Nowadays, the majority of transactions are carried out online, necessitating high-quality security for an efficient and completely secure concern. A very high level of security was also required for some of the most recent innovations, such as cloud computing, internet banking, and mobile technology. Because these solutions store users' private information, protecting it is crucial. In this paper, we reviewed the most prominent solutions for Cybersecurity issues and the most trending technologies that are used. 
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1. INTRODUCTION
Over the past few years, a lot has been written and said about advanced persistent threats in cyberspace and their potential and actual impact on the nation's information infrastructure. Digital dangers represent a mission confirmation challenge, whether mission affirmation is understood fundamentally as a day-to-day existence cycle framework designing interaction or as an issue space that incorporates framework strength, vigor, survivability, congruity of tasks (COOP), or business progression - especially zeroing in on mission fundamental capabilities, and business process reengineering. The intent and sophistication of cyber threats vary, and their effects on the system or network they target can also vary widely. One constant is that the majority of advanced cyber attacks simply cannot be stopped by the cyber defenses that are currently in use [1]. In today's cyberspace, the world is expanding rapidly. People with malicious intentions are given opportunities by the extraordinary growth in information access. Protecting systems and technologies from unusual activities is a pressing necessity. Maintaining an organization's computing assets' Integrity, Confidentiality, and Availability (ICA) or their ability to connect to the network of another organization is referred to as cyber security. Numerous researchers believed and advocated for educating the younger generation about cyber-security concepts in light of the evolution and growth of cyber threats. [2].
 The safety of data is a major concern for any government, and more and more information is now handled digitally or through cyberspace. Additionally, many social media platforms provide a safe environment where users can connect with others from around the world. Social media is the primary target of the crimes discussed for evaluating unauthorized information. Crime is on the rise as a result of people's inability to safeguard sensitive information as a result of technological advancements [3].

2.  CYBER SECURITY CHALLENGES 
The process of digitization in every facet of human life, including education, business, healthcare, and other areas, has resulted in the gradual storage of all types of data, including sensitive data. The process of safeguarding digital information from theft or physical damage while maintaining its confidentiality and availability is known as security. However, as technology advances rapidly, the rate of cybercrime also rises in both number and complexity. Technical attackers create more potent attack tools to investigate the target's weaknesses and thus attack the victim. As a result, numerous novel and challenging-to-detect variants of attacks are emerging[4].
Cyber security also protects against traditional crimes that are carried out over the Internet as well as those that involve computers and networks[5]. Organizations are becoming more aware of information and related technologies in almost every function, particularly in driving innovation and generating competitive advantage. Corporate information and technology services are vulnerable to various security risks in today's information environment (Figure 1), including the leakage of sensitive data and prolonged disruptions in email and internet access, all of which significantly impact business continuity[6].
As opposed to the more conventional method of detecting malicious signatures, the focus of cybersecurity has recently shifted to monitoring network and Internet traffic for the detection of malicious actions. Particularly, traditional cybersecurity focuses on catching malware by examining incoming traffic for malware signatures that only detect limited-scope threats that have previously been encountered. Additionally, the development of signatures lags significantly behind that of cyber attack strategies[7]. The typical practice of putting in place security measures across the entire organization, such as firewalls and anti-virus software, is only the very beginning of cyber security management in today's complex and interconnected business environment [8].
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Figure 1 Relationship Between Cybersecurity and Other Security Domains [9]

2.1 Security Modeling Criteria 
It is common knowledge that exploiting vulnerabilities can compromise a system's security by introducing unwanted changes to one of the system's three properties—Availability, Integrity, or Confidentiality. Through the creation of policy rules and their implementation, the majority of the currently available security models attempt to address only one system property at a time. In this instance, none of the three aspects can be compromised because they are all extremely crucial to the mission [10].

2.1.1  High-Level Security Requirements
Cyber security of the systems is one of the biggest obstacles to smart grid deployment, according to the Electric Power Research Institute (EPRI) [19]. The EPRI Report says that cyber security is a big problem because this important industry is more likely to be hit by cyberattacks and incidents as it gets more connected. Inadvertent compromises of the information infrastructure as a result of user errors, equipment failures, and natural disasters are all examples of deliberate attacks that must be addressed by cyber security. An attacker may be able to exploit vulnerabilities to gain access to control software, penetrate a network, and alter load conditions, resulting in unpredictable grid destabilization. Various organizations conduct the high-level requirements for smart grid communication security and the corresponding standards in detail[11].

3.  MACHINE LEARNING AND CYBER SECURITY 
 The transfer of data across the network between nodes is the Internet's primary function. The Internet is a worldwide network of millions of distinct computers, networks, and other devices. The number of people using the Internet has skyrocketed as a result of advancements in mobile devices, networks, and computer systems. As a result, adversaries and cybercriminals have turned their attention to the Internet[12].
 The machine learning (ML) technique is being used in cyber security more and more than ever before. ML is one of the promising solutions that have the potential to be effective against zero-day threats, starting with the classification of IP traffic and filtering malicious traffic for intrusion detection. A few ML techniques and how they can be used in cyber security are discussed. The paper provides a set of comparison criteria for the ML method and makes recommendations for the best approach based on the characteristics of the cyber security issues. In ML methods, data is very important. Before performing any kind of analysis, a machine learning researcher must have a thorough understanding of the data set. Second, the ML analysis cannot directly utilize raw data like NetFlow, packet capture, and other network data.[13].
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4. DEEP LEARNING TECHNIQUES FOR CYBER SECURITY

The Critical National Infrastructure (CNI) of a nation, which uses and relies on Supervisory Control and Data Acquisition (SCADA) and Industrial Control Systems (ICS) to manage their production, is the primary target of cyberattacks. Examples of CNI include water, gas, electricity, and hospitals. The protection of CNIs becomes an important consideration. There is a variety of legal, technical, organizational, capacity-building, and cooperation aspects that are used to classify the currently available protective measures. In addition to policies and regulations that can be used to combat cyberattacks against CNIs, specific practical steps must be taken for these regulations to be effective[14]. 

5. IOT AND CYBER-SECURITY
In the past, just mobiles and PCs were associated with the web yet in the new time with the appearance of new advancements different things like surveillance cameras, microwaves, vehicles, and modern hardware are presently associated with the web This organization of things is known as the web of things. There are currently 6 billion internet-connected devices, and this number is expected to rise to 20 billion in a few years. Software security solutions exist for the majority of attacks on PCs and mobile devices, but similar security solutions do not exist for the rest of the internet of things[15]. The Internet of Things (IoT) has been widely used in industries, smart cities, and healthcare. Homes, workplaces, and public transportation are where people spend the most time [16]. 


6. CONCLUSION AND FUTURE DIRECTION
     The well-being of any modern organization is the responsibility of the executive management. Information Security plays a crucial role in an organization's well-being because most, if not all, organizations are entirely dependent on the confidentiality, integrity, and availability of their information assets; Consequently, the majority of businesses utilize Cyber Space for essential business procedures; likewise, the Internet has emerged as an essential link in contemporary information systems. 

It is now possible to delve deeper into the development of these technologies and move forward to improve the security of our environment and our work after we reviewed the most important technologies used in cybersecurity and discussed their future and the possibilities or security criteria that they offer.
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