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ABSTRACT (Times New Roman, bold, 10)
The government has stated that SMART cities are crucial for the prosperity of our country. Cities that are SMART change social norms. cleanliness, traffic control, surveillance, monitoring and identifying human activity, contemporary infrastructure, and upgrading public amenities. CCTV camera installation in homes and workspaces is now typical in order to monitor human activity. Camera recordings needed to be stored on hard drives, and viewing the pictures was necessary to detect movement. Overall, it is an inactive strategy. Event detections are found after the event has already happened and had an impact. Event detection is essential for understanding the situation dynamically and taking effective action. These security cams cannot be consistently watched over by humans. It requires the workforce and their constant attention to determine whether the documented actions are anomalous or suspicious. As a result, this flaw is fueling demand for this operation's highly precise automation. Additionally, in order to determine whether the strange behavior is suspicious or atypical more quickly, it is essential to pinpoint which frames and segments of the recording contain the odd activity. The suggested project uses 80:20 of the specified input data for training and testing, respectively. The test findings are as follows: Validation precision of 99.96% and Validation cost of 2.7%. 
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Introduction 

In order to ensure people's security, public spaces like shopping malls, streets, banks, etc. are progressively being outfitted with CCTVs. Because of this difficulty, a very accurate computerization of this system is now necessary. Since it is nearly impossible for people to constantly monitor these security cameras. To determine whether the recorded activities are aberrant or suspicious demands the workforce and their constant attention. Consequently, this shortcoming is driving demand for highly accurate automation of this operation. Additionally, it is necessary to show which frames and sections of the tape include the unexpected behavior in order to make a quicker determination of whether or not it is unusual or suspicious. It is nearly hard for people to continuously monitor these security cameras. For workers to determine if the recorded behaviors are aberrant or suspicious, they must pay close attention at all times. This disadvantage makes it necessary to automate this operation with great precision. Furthermore, it is necessary to show which frames and sections of the video include the unexpected behavior in order to make a quicker determination of whether or not it is unusual or suspicious. the danger is dynamically identified.   
	
Literature Review 
	

	Title of the paper
	Author 
	Inference

	Real-Time Anomaly Recognition Through CCTV Using Neural Network”

	Virender Singha, Swati Singha,
	This study offers a method for identifying deviations from the standard in actual CCTV footage. It might not be possible to identify anomalies in these recordings using only the usual data. Therefore, both normal and anomalous videos have been taken into consideration in order to manage the complexity of these realistic anomalies, which has increased the model's accuracy.

	“Deep Automatic Threat Recognition: Considerations for Airport X- Ray Baggage Screening”

	 Kevin J Liang
	Here, they looked into the application of cutting-edge methods for the difficult job of threat detection in bags at airport security checkpoints. First, we gathered a large quantity of data by manually putting together numerous bags and bins to represent typical traffic. These hid a broad range of dangers. Each bag was scanned to create X-ray images, and both scan perspectives were annotated. Then, using the data that had been gathered, we trained a number of contemporary object recognition algorithms, investigating various settings and engineering them for the task at hand.

	“A CNN-RNN Combined Structure for Real-World Violence Detection in Surveillance Cameras”

	Soheil Vosta, Kin Choong yow


	Here, they looked into the application of cutting-edge methods for the difficult job of threat detection in bags at airport security checkpoints. First, we gathered a large quantity of data by manually putting together numerous bags and bins to represent typical traffic. These hid a broad range of dangers. Each bag was scanned to create X-ray images, and both scan perspectives were annotated. Then, using the data that had been gathered, we trained a number of contemporary object recognition algorithms, investigating various settings and engineering them for the task at hand.

	





Methods 
Input Video datasets are converted into image frames using a Python script, then given as input. Pre-processing The "label-img" program was used to annotate the images after the datasets were retrieved as frames. The selected region of the photos will be encoded, and the encodings and attributes will be saved in an XML file. With no context information stored and only the object credentials, we used a polygon entity to identify objects. TRAINING The data that have been encoded above are given to the transfer learning model as inputs. The supplied data will be trained, and during real-time detection, a file called an engine will be generated and run.
The VOTT, a Microsoft-approved open-source tool, is used to educate the data. Retrained records from the VOTT have been used. Transfer learning is the process of retraining and distributing pre-existing datasets from a network. USED MODEL For this undertaking, the MOBILE NET SSD (Single Shot Detector Architecture) model has been selected. The Pytorch framework is used here to train for data labeling because it is a lightweight model. IMPROVE RELIABILITY AND EPOCHE: In this structure, only the lowest layer is dynamic; the layers above it are locked. Epochs: The number of epochs indicates how many times our dataset has been processed. After a predetermined number of epochs, it enters a stage of absorption, and training is complete at this point after a predetermined amount of time. 

. 250 total groups will be created if there are 1000 total datasets and a back size of 4. The number of batches into which the datasets are split is indicated by the back size. Since there are more groups when the back size level is raised, accuracy rises because it won't matter if one or two photos among the rest aren't accurate. There aren't many different back measurements either. DEPLOYMENT: We will have a Pytorch model after training, but it won't be very helpful when used with OpenCV. and cannot provide the necessary precision. We first translate it into the Onnx format and then into the Tensor Arc engine in order to execute it.

Operating it has the benefit of optimizing the process because it is dependent on the device and is being executed in engine format. and it performs in line with the characteristics of the equipment. such that accuracy is not sacrificed and frames don't lag


Methodology 
	
Recurrent and convolutional neural networks are combined in the design of the anomaly detection system. The first neural network, convolutional, was used to acquire the high-level feature maps of the images. The input of the second neural network will be simpler as a consequence. We are utilizing the inceptionV3 pre-trained algorithm from Google. This model uses transfer learning, a common object identification approach. This has a number of traits, and it might take a while to completely train. Transfer learning streamlines a lot of this work by using a model that has already been learned. Before being retrained for new classes, the model is trained for the weights of current classes, such as ImageNet. To deduce meaning from the sequence of behaviors seen in a specific frame, the second neural network is used as a recurrent neural network. Using this methodology, the components of videos will be classified as either secure or dangerous.

Data Analysis
	We create our own Video datasets using a Python script, which are then converted into picture frames. The ruined photos were then taken out before selecting which ones to annotate. The images were then annotated using the "label-IMG" and "vott" Applications. With the encodings and attributes for the Selected area of the photos, an XML file will be generated and saved. We used a polygon entity and the Pascal VOC format for object recognition in order to remove the backdrop information and only save the object credentials.
Results and Discussions 
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                      Fig of Real-Time Detection
	The real-time event detection of our model is depicted in the above image. A person attempting to steal a person's bag is identified as an anomaly. 96.1% of the time, abnormal activity is accurately identified.
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                         Fig of Real-Time Detection
The real-time event detection of our model is depicted in the above image. The detection of an anomaly is two people battling. The detection of abnormal behavior is accurate to within 72.5%.
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The Real-Time Event Detection of Our Model is Displayed in the Above Figure. An individual attempting to steal someone's bag is identified as an anomaly. 72.2% of the abnormal activity is accurately identified.
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                   Fig  Real-Time Detection
The Real-Time Event Detection of Our Model is Displayed in the Above Figure. A handgun model image has been discovered. 93.1% of the abnormal activity was accurately identified.



Conclusion 

The first challenging task for an anomaly detection system is to locate high-quality datasets. The second difficult element is selecting the appropriate model for it. The model's real-time execution and dynamic anomaly detection are the most difficult aspects. In this project, a 99.6% accuracy rate was achieved. Real-Time Detection has a minor accuracy issue when detecting anomalies and objects like guns, but the rate of false positive detection is very high. In the future, a more economical and effective strategy can be used to handle the problem. In industrial settings, there are certain places or offices that need foolproof security to deter intrusions. These types of sensors are used to monitor human activity. It can identify people, track their behavior, and record the times these events took place for security reasons as well as training with familiar faces. As a result, it can also be used as an audit device and for incident log monitoring. This might be useful in resolving problems if there is a difference.    
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history = model.fit(x = train_set,validation_data=val_set,epochs = EPOCHS)

2022-81-10 17:36:14.524014: I tensorflow/compiler/mlir/mlir_graph_optimization_pass.cc:185] None of the MLIR Opt
imization Passes are enabled (registered 2)

2022-81-10 17:36:19.142661: I tensorflow/stream_executor/cuda/cuda_dnn.cc:369] Loaded cuDNN version 8605

15830/15838 [
- val _auc: ©.9996

- 3537s 222ms/step - loss: 0.0996 - auc: 0.9984 - val_loss: 0.0273




