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ABSTRACT 

A robust, computationally efficient and blind digital image watermarking in spatial domain has been discussed in this 

paper. Embedded watermark is meaningful and recognizable and recovery process needs only one secret image. 

Watermark insertion process exploits average brightness of the homogeneity regions of the cover image. Spatial mask 

of suitable size is used to hide data with less visual impairments. Experimental results show resiliency of the proposed 

scheme against large blurring attack like mean and Gaussian filtering, non linear filtering like median, image 

rescaling, symmetric image cropping, lower order bit manipulation of gray values and loss data compression like 

JPEG with high compression ratio and low PSNR values. Almost as discreetly as the technology itself, digital 

watermarking has recently made its debut on the geo-imaging stage. This innovative technology is proving to be a 

cost-effective means of deterring copyright theft of mapping data and of ensuring the authenticity and integrity of 

asterisked image data. First  

developed around six years ago, digital watermarking is a sophisticated modern incarnation of steganography-the 

science of concealing information within other information. In the field of e-commerce,  

digital watermarking has already established itself as an effective deterrent against copyright theft of photographs and  

illustrations. Now digital watermarking software is finding uses within national mapping agencies and others working 

with asterisked images or map data. Current applications range from protecting valuable map data against copyright 

theft to securing photographic survey or reconnaissance images against tampering. 

Keywords: Watermarking, Digital Image, Spatial Domain. 

1. INTRODUCTION 

In the recent time, the rapid and extensive growth in Internet technology is creating a pressing need to develop several 

newer techniques to protect copyright, ownership and content integrity of digital media. This necessity arises because 

the digital representation of media possesses inherent advantages of portability, efficiency and accuracy of information 

content in one hand, but on the other hand, this representation also puts a serious threat of easy, accurate and illegal 

perfect copies of unlimited number. Unfortunately the currently available formats for image, audio and video in digital 

form do not allow any type of copyright protection. A potential solution to this kind of problem is an electronic stamp 

or digital watermarking which is intended to complement cryptographic process [1].         

The technology: 

Digital watermarking, an extension of steganography, is a promising solution for content copyright protection in the 

global network. It imposes extra robustness on embedded information. To put into words, digital watermarking is the 

art and science of embedding copyright information in the original files. The information embedded is called 

‘watermarks’. 

Digital watermarks don’t leave a noticeable mark on the content and don’t   affect its appearance. These are 

imperceptible and can be detected only by proper authorities. Digital watermarks are difficult to remove without 

noticeably degrading the content and are a covert means in situations where cryptography fails to provide robustness. 

The content is watermarked by converting copyright information into random digital noise using a special algorithm 

that is perceptible only to the content creator. Digital watermarks can be read only by using the appropriate reading 

software. These are resistant to filtering and stay  with the content as long as Originally purposely degraded. Digital 

watermarks don’t leave a noticeable mark on the content and don’t   affect it’s appearance. These are imperceptible 

and can be detected only by proper authorities. Digital watermarks are difficult to remove without noticeably 

degrading the content and are a covert means in situations where cryptography fails to provide robustness. 

The content is watermarked by converting copyright information into random digital noise using a special algorithm 

that is perceptible only to the content creator. Digital watermarks can be read only by using the appropriate reading 

software. These are resistant to filtering and stay  with the content as long as Originally purposely degraded.  While 

the later technique facilitates access of the encrypted data only for valid key holders but fails to track any reproduction 

or retransmission of data after decryption. On the other hand, in digital watermarking, an identification code (symbol) 
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is embedded permanently inside a cover image which remains within that cover invisibly even after decryption 

process. This requirement of watermarking technique, in general, needs to possess the following characteristics:  

(a) imperceptibility for hidden information, (b) redundancy in distribution of the hidden information inside the cover 

image to satisfy robustness in water mark extraction process even from truncated(cropped) image .and (c) one or more 

keys to achieve cryptographic security of hidden content [2]. Besides these general properties, an ideal watermarking 

system should also be resilient to insertion of additional watermarks to retain the rightful ownership. The perceptually 

invisible data hiding needs insertion of watermark in higher spatial frequency of the cover image since human eye is 

less sensitive to this frequency component. But in most of the natural images majority of visual information are 

concentrated on the lower end of the frequency band. So the information hidden in the higher frequency components 

might be lost after quantization operation of lossy compression [3]. This motivates researchers in recent times to 

realize the importance of perceptual modeling of human visual system and the need to embed a signal in perceptually 

significant regions of an image, especially if the watermark is to survive lossy compression [4]. In spatial domain 

block based approach, this perceptually significant region is synonymous to low variance blocks of the cover image.  

It is found in the literature that the robust watermarking systems proposed so far can only withstand some of the 

possible external attacks but not all. While spatial domain watermarking, in general, is easy to implement on 

computational point of view but too fragile to withstand large varieties of external attacks. On the other hand, 

frequency or Transformed domain approach offers robust watermarking but most cases implementationneed higher 

computational complexity. Moreover the transform domain technique is global in nature (global within the block in 

block based approach) and cannot restrict visual degradation of the cover image. But in the spatial domain scheme, 

degradation in image quality due to watermarking could be controlled locally leaving the region of interest unaffected. 

The present paper describes a computationally efficient block based spatial domain watermarking technique for a two 

level watermark symbol. The selection of the required block is based on variance of the block and watermark insertion 

exploits average brightness of the blocks.  

The Watermark recovery process does not require either the cover/watermarked image or the watermark symbol only 

except the secret image. The paper is organized as follows: section 2 describes the watermarking principles. Section 3 

describes insertion and extraction of watermark. Result is depicted in section 4 with conclusion in section 5. 

2. WATERMARKING PRINCIPLES 

All watermarking methods share the same building blocks [3]: an embedding system and the watermark extraction or 

recovery system. Any generic embedding system should have as inputs: cove (data/image)/hiding medium (I), 

watermark symbol, (w) (image/text/number) and a key (k) to enforce security. The output of the embedding process is 

always the watermarked data/image. The generic watermark recovery process needs the watermarked data, the secret 

key or public key and depending on the method, the original data and /or the original watermark as inputs while the 

output is the recovered watermark W with some kind of confidence measure for the given watermark symbol or an 

indication about the presence of watermark in the cover document under inspection. Depending on the combination of 

inputs and outputs three types namely private, semi private public watermarking system can be defined [2].Private 

watermarking (also called non blind watermarking) requires at least the cover image and/or watermark symbol and 

key (if used in embedding) for the recovery of the hidden information.Public watermarking (Blind or oblivious 

watermarking) system requires neither the cover image nor the embedded watermark symbol but only the secret 

key/image during the detection of the hidden information  

 

Semi private watermarking (or semi blind watermarking),as a subclass of blind system, is capable of detecting only 

the presence of the embedded symbol with the help of secret  

Key and the watermark symbol but without the cover image. 

 

.  
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Figure2: Generic water  mark recovery scheme 

3 Insertion and Extraction of watermark 

The cover image I is a gray-level image of size NXN where  and digital watermark (logo) W is a two level 

image of size   M X M where . About the value of p and n, p » n and (p/n) should be of the order of 4. In 

the proposed work a binary image of size (16 X16) as watermark and, 8 bits gray images as cover image is considered. 

Insertion of Watermark: 

In the present work, a block based spatial domain algorithm is used to hide copyright mark (invisible logo) in the 

homogenous regions of the cover image exploiting average brightness. 

Step 1: 

The cover image is partitioned into non-overlapping square blocks of size (8X8) 

pixels. A block is denoted by the location of its starting pixel (x, y). If the cover image is of size (NXN), total 

(N/8XN/8) number of such block is obtained for watermark insertion. Next, all such blocks are arranged in ascending 

order based on their variance values. The variance (²) of a block of size (M X N) is denoted by                                

                                m-1 n-1 

²=1/mn[(,y)-]²         (1)   

                    x=0 y=0 

           where 

                           m-1 n-1                           

  =1/mn[(,y)]              (2) 

                    x=0 y=0 

 is the statistical  average value of the block.           

The blocks having small variance values may be called as homogenous blocks and, of course, the smallness in 

variance value depends on the characteristics of image to be watermarked. If the Watermark symbol is a (N X N) 

binary image, only N² homogeneous blocks are sufficient to insert one watermark pixel in each such homogenous 

block. A two level map of size (N/8XN/8) _is constructed based on the location of homogenous blocks in the cover 

image assigning each homogeneous block of the cover image  by value ’1’ while all other blocks by value ’0’. This   

two level map later modified as multi level image, also called as secret image (s), is used for extraction of watermark 

pixels. The formation of multilevel image from two level maps is described in step 3. 

Step 2: 

In the proposed scheme, one watermark pixel is inserted in each homogenous block. Before insertion, the binary 

watermark is spatially dispersed using a chaotic system called” tours auto Orphism”. Basically, the tours auto Orphism 

is a kind of image independent permutation done by using pseudo random number of suitable length. This pseudo 

random number is generated using” Linear Feedback Shift Register”. The    pseudorandom number in the present case 

is of length 256 and the spatially dispersed watermark data thus obtained is denoted by L1.a J 

Step 3: 

From the two level image formed in step 2, desired blocks Of    the   cover image are selected and statistical average 

value of these blocks are used for watermark insertion. Let for one such block this average value and its integer part 

are denoted by A and A=A  respectively. Now one pixel from L1 replaces a particular bit (preferably Least 

Significant Bit planes) in bit plane representation of A for each homogenous block. The selection of particular bit in 

bit plane representation may be determined based on the characteristics (busyness /smoothness of regions) of the 

block. The bit plane selection is also governed by global characteristics of the cover image besides the local property 

of candidate block, such as mean gray value. For a block of low variance (homogenous zone) higher bit plane may be 

chosen provided that the mean gray level value of the block is either less than T1 or greater than T2, where T1 and  T2 

are certain pre-specified threshold values with  T1 should preferably be close to ’0’ (minimum) and   T2 close to ’255’ 
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(maximum). However, the ’closeness’ of T1 and T2 to ’0’ and ’255’ respectively, is relative, and is strongly image 

dependent. Users may choose the value of T1 and T2 and also the proper bit plane by checking the degradation in the 

image quality affected by the insertion of the logo.  

A multilevel secret image is constructed by inserting the value of bit position selected for different homogeneous 

block located in the ’1’ position of the secret image. This positional information as gray value of the secret image 

helps to extract watermark pixel from the proper bit position of the mean gray value of the block. Watermark insertion 

keeps all pixels values of each homogenous block unchanged, increased or decreased by fixed value (based on the 

appropriate bit plane selection). 

Step 4: 

The choice of lower order MSB plane (say 3rd or higher from the bottom plane) may result in more robust 

watermarking at the cost of greater visual distortion of the cover image. Further bit manipulation is done to minimize 

this aberration and to counter the effect of smoothing that may cause possible loss of embedded information. The 

process effectively changes those mean gray values of the blocks that have been used in watermark insertion. 

Implementation is done by estimating the tendency of possible change in mean gray value after the attack like mean 

filtering. Larger size of spatial mask such as  7x 7 is used to adjust suitably the gray values of all pixels of the block. 

The use of spatial mask reduces visual distortion on and average fifty percent times. 

Watermark Extraction: 

The extraction of watermark requires the secret image(s) and the key (k) used for spatial dispersion of the watermark 

image. The watermarked image under inspection with or without external attacks is partitioned into non-overlapping 

block of size 8x8 pixels. Now from the secret image, position of the homogenous blocks are selected and gray value of 

the secret image indicates the corresponding bit positioning mean gray values where watermark pixel was inserted. 

Hence from the secret image the mean gray value of the blocks of the watermarked image/distorted watermarked 

image is calculated and watermark pixel is extracted. The spatially dispersed watermark image thus obtained is once 

again permuted using the same key (k) (pseudo random number) and watermark in original form is thus obtained. This 

completes watermark extractionprocess.A quantitative estimation for the quality of extracted watermark Image W(x,y) 

with reference to the original watermark  W(x,y) may be expressed as normalized cross correlation (NCC)  

where_:olom!qpLpOn_ES\_]T__r_s_j__SG_]T__p L p O Q n__SG_UTV_rZ B 

NCC= x y W(x, y) w(x, y)/ x y [W(x, y)] ² 

Gives maximum value of NCC as unity. 

3. RESULTS 

Figure 3 shows Fishing boat image used as cover image and Figure 4 is the watermarked image using logo/hidden 

symbol M as shown in Figure 11. Peak Signal to Noise Ratio (PSNR) of the watermarked image to the original image 

is about 42.40 dB and hence quality degradations could hardly be perceived by human eye. Robustness against 

different attacks is shown in table 1 and 2 for other five test images such as Bear, New York,Lena,Opera and Pills 

images shown in Figure 18,19,20,21 and 22 respectively [6,7]. 

Mean Filtering: 

Figure 12 shows extracted watermark (NCC=0.80) from blurred version of watermarked image (after mean filtering) 

using  5x5  mask. PSNR value of Watermarked image is 23.80dB and is shown in Figure 5. 

Gaussian filtering: 

Watermarked image (PSNR=24.15dB) after two times Gaussian filtering with variance 1 (window size 9x9  ) isshown 

in Figure 6. Figure 13 shows the extracted watermark with NCC=0.88. 

Median Filtering: 

Watermarked image (PSNR=25.22 dB) obtained after five times median filtering using a mask of size  3x3  is shown 

in Figure 7. Figure 14 shows extracted watermark image (NCC=0.94). 

Image Rescaling: 

The watermarked image was scaled to one half of its original  size and up sampled to its original dimensions. Figure 8 

shows the modified image (PSNR=24.85 dB) with many details lost. Extracted watermark (with NCC=0.87) is shown 

in Figure 15. 

JPEG Compression: 

Figure 16 shows the extracted watermark with NCC=0.958 from the watermarked image (PSNR=18.73 dB) as shown 

in Figure 9 obtained after JPEG compression with compression ratio 45.0. As compression ratio increases NCC value 

of the extracted watermark decreases and the quality of the watermark will also decrease accordingly. 
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Least Significant Bits manipulation: 

Two Least Significant bit(s) for all pixels (or randomly selected pixels) of the watermarked image are complemented 

and the modified image with PSNR=40.94dB is shown in Figure 10. The extracted watermark with NCC=0.88 is 

shown in Figure 17. result shows that the extracted watermark will not be so good in visual quality if watermark pixel 

is inserted even in desired portion of the cover image in sequential manner rather than pseudo-random fashion 

obtained by chaotic mixing. 

Image Cropping Operation: 

Robustness of the proposed method against different types of image cropping operations that may be performed (as 

deliberate external attack) on the watermarked image has been tested. In all cases extracted watermark, although 

interfered by noise by different amount, still recognizable. Experimental result shows that the extracted watermark 

will not be so good in visual quality if watermark pixel is inserted even in desired portion of the cover image in 

sequential manner rather than pseudo-random fashion obtained by chaotic mixing. 

 

 

fig3:fishing boat fig4:watermarked image fig5:wI after mean filtering fig6:WI after two Gaussian filtering  

fig7: Wi after 5 times median filtering fig8:WI after rescaling  

fig9: Wi after jpeg compression fig10:wi after LSB’s manipulation fig11:WI fig fig12:WI extracted from fig5 

4. CONCLUSION 

Proposed technique describes robust and blind digital image watermarking in spatial domain, which is 

computationally efficient. Embedded watermark is meaningful and recognizable rather than a sequence of real 

numbers that are normally distributed or a Pseudo-Noise sequence. Proposed technique has been tested over large 

number of benchmark images as suggested by watermarking community and the results of robustness to different 

signal processing operations are found to be satisfactory. Currently investigation is being carried out to insert the same 
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watermark symbol in other region of the cover image also to make the present scheme more resilient to other types of 

external attacks. Further research works should be carried out in spatial domain watermarking to exploit other higher 

order factors such as size, shape, color, location and foreground/ 

background [5] of the cover image to generate watermarked image with less visible impairments along with 

robustness against other types of external attacks such as the image flip and image rotation. 

5. REFERENCE 

[1] S. Pereira, S. Voloshynoskiy and T. Pun. Optimal Transform Domain Watermark Embedding via Linear 

Programming. Signal processing, 81,pp. 1251-1260, 2001. 

[2] R. Anderson. Information Hiding. Proceedings of the First Workshop on Information Hiding, LNCS-1174, 

Springer Verlag, New York, 1996. 

[3] S. KatzenbesserandF. A. PPetitcolas. Information Hiding Techniques for Steganography and Digital 

Watermarking. Artech House, Boston, MA, 2000. 

[4] Chiou-Ting Hsu and Ja-Ling Wu. Hidden Digital Watermarks in Images. IEEE Transaction on Image 

Processing,8,pp. 58-68, 1999 . 

[5] I.J. Cox, J. Kilian, T. Leighton and T. Shammon. Secure Spread Spectrum Watermarking for Multimedia. 

IEEETransaction on Image Processing, 6, pp. 1673-1687, 1997. 

[6] Vellela, S.S., Balamanigandan, R. Optimized clustering routing framework to maintain the optimal energy 

status in the wsn mobile cloud environment. Multimed Tools Appl (2023). https://doi.org/10.1007/s11042-

023-15926-5 

[7] Vellela, S. S., Reddy, B. V., Chaitanya, K. K., &amp; Rao, M. V. (2023, January). An Integrated Approach to 

Improve E-Healthcare System using Dynamic Cloud Computing Platform. In 2023 5th International 

Conference on Smart Systems and Inventive Technology (ICSSIT) (pp. 776-782). IEEE. 

[8] Vellela, S. S., &amp; Balamanigandan, R. (2022, December). Design of Hybrid Authentication Protocol for 

High Secure Applications in Cloud Environments. In 2022 International Conference on Automation, 

Computing and Renewable Systems (ICACRS) (pp. 408-414). IEEE. 

[9] Vullam, N., Vellela, S. S., Reddy, V., Rao, M. V., SK, K. B., &amp; Roja, D. (2023, May). Multi-Agent 

Personalized Recommendation System in E-Commerce based on User. In 2023 2nd International Conference 

on Applied Artificial Intelligence and Computing (ICAAIC) (pp. 1194-1199). IEEE. 

[10] VenkateswaraRao, M., Vellela, S., Reddy, V., Vullam, N., Sk, K. B., &amp; Roja, D. (2023, March). Credit 

Investigation and Comprehensive Risk Management System based Big Data Analytics in Commercial 

Banking. In 2023 9th International Conference on Advanced Computing and Communication Systems 

(ICACCS) (Vol. 1, pp. 2387-2391). IEEE. 

[11] Vellela, S. S., Balamanigandan, R., &amp; Praveen, S. P. (2022). Strategic Survey on Security and Privacy 

Methods of Cloud Computing Environment. Journal of Next Generation Technology (ISSN: 2583-

021X), 2(1). 

[12] Madhuri, A., Jyothi, V. E., Praveen, S. P., Sindhura, S., Srinivas, V. S., &amp; Kumar, D. L. S. (2022). A 

New Multi-Level Semi-Supervised Learning Approach for Network Intrusion Detection System Based on the 

‘GOA’. Journal of Interconnection Networks, 2143047. 

[13] Vellela, S. S., &amp; Krishna, A. M. (2020). On Board Artificial Intelligence With Service Aggregation for 

Edge Computing in Industrial Applications. Journal of Critical Reviews, 7(07), 2020. 

[14] Praveen, S. P., Sarala, P., Kumar, T. K. M., Manuri, S. G., Srinivas, V. S., &amp;Swapna, D. (2022, 

November). An Adaptive Load Balancing Technique for Multi SDN Controllers.In 2022 International 

Conference on Augmented Intelligence and Sustainable Systems (ICAISS) (pp. 1403-1409).IEEE. 

[15] [15] Madhuri, A., Praveen, S. P., Kumar, D. L. S., Sindhura, S., &amp;Vellela, S. S. (2021). Challenges and 

issues of data analytics in emerging scenarios for big data, cloud and image mining. Annals of the Romanian 

Society for Cell Biology, 412-423. 

[16] Sk, K. B., Roja, D., Priya, S. S., Dalavi, L., Vellela, S. S., &amp; Reddy, V. (2023, March). Coronary Heart 

Disease Prediction and Classification using Hybrid Machine Learning Algorithms. In 2023 International 

Conference on Innovative Data Communication Technologies and Application (ICIDCA) (pp. 1-7). IEEE. 

[17] Vellela, S. S., Basha Sk, K., &amp; Yakubreddy, K. (2023). Cloud-hosted concept-hierarchy flex-based 

infringement checking system. International Advanced Research Journal in Science, Engineering and 

Technology, 10(3). 



 

INTERNATIONAL JOURNAL OF PROGRESSIVE 

RESEARCH IN ENGINEERING MANAGEMENT  

AND SCIENCE (IJPREMS) 
 

Vol. 03, Issue 07, July 2023, pp : 13-19 

e-ISSN : 

 2583-1062 

Impact 

  Factor : 

5.725 
www.ijprems.com 

editor@ijprems.com 
 

@International Journal Of Progressive Research In Engineering Management And Science                  Page | 19   

[18] Rao, M. V., Vellela, S. S., Sk, K. B., Venkateswara, R. B., &amp; Roja, D. (2023). SYSTEMATIC REVIEW 

ON SOFTWARE APPLICATION UNDERDISTRIBUTED DENIAL OF SERVICE ATTACKS FOR 

GROUP WEBSITES. Dogo Rangsang Research Journal UGC Care Group I Journal, 13(3), 2347-7180. 

[19] Sk, K. B., &amp; Vellela, S. S. (2019). Diamond Search by Using Block Matching Algorithm. DIAMOND 

SEARCH BY USING BLOCK MATCHING ALGORITHM&quot;, International Journal of Emerging 

Technologies and Innovative Research (www. jetir. org), ISSN, 2349-5162. 

[20] Sk, K. B., Vellela, S. S., Yakubreddy, K., &amp; Rao, M. V. (2023). Novel and Secure Protocol for Trusted 

Wireless Ad-hoc Network Creation. Khader Basha Sk, Venkateswara Reddy B, Sai Srinivas Vellela, 

Kancharakunt Yakub Reddy, M Venkateswara Rao, Novel and Secure Protocol for Trusted Wireless Ad-hoc 

Network Creation, 10(3). 

[21] Venkateswara Reddy, B., Vellela, S. S., Sk, K. B., Roja, D., Yakubreddy, K., &amp; Rao, M. V. Conceptual 

Hierarchies for Efficient Query Results Navigation. International Journal of All Research Education and 

Scientific Methods (IJARESM), ISSN, 2455-6211. 

[22] Yakubreddy, K., Vellela, S. S., Sk, K. B., Reddy, V., &amp; Roja, D. (2023). Grape CS-ML Database-

Informed Methods for Contemporary Vineyard Management. International Research Journal of Modernization 

in Engineering Technology and Science, 5(03). 

[23] S Phani Praveen, Rajeswari Nakka, Anuradha Chokka, Venkata Nagaraju Thatha, Sai Srinivas Vellela and 

Uddagiri Sirisha, “A Novel Classification Approach for Grape Leaf Disease Detection Based on Different 

Attention Deep Learning Techniques” International Journal of Advanced Computer Science and 

Applications(IJACSA), 14(6), 2023. http://dx.doi.org/10.14569/IJACSA.2023.01406128 

[24] Vellela, S. S., Sk, K. B., &amp; Reddy, V. (2023). Cryonics on the Way to Raising the Dead Using 

Nanotechnology. 

[25] Vellela, S. S., Roja, D., Reddy, V., Sk, K. B., &amp; Rao, M. V. (2023). A New Computer-Based Brain 

Fingerprinting Technology. 

[26] Dalavai, L., Javvadi, S., Sk, K. B., Vellela, S. S., & Vullam, N. (2023). Computerised Image Processing and 

Pattern Recognition by Using Machine Algorithms. 

[27] Vellela, Sai Srinivas and Basha Sk, Khader and B, Venkateswara Reddy and D, Roja and Javvadi, Sravanthi, 

MOBILE RFID APPLICATIONS IN LOCATION BASED SERVICES ZONE (June 14, 2023). International 

Journal of Emerging Technologies and Innovative Research, Vol.10, Issue 6, page no. ppd851-d859, June-

2023, http://www.jetir.org/papers/JETIR2306410.pdf, Available at SSRN: https://ssrn.com/abstract=4478104 

https://ssrn.com/abstract=4478104

