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ABSTRACT

Phishing detection is recognized as a criminal issue of Internet security. By deploying a gateway anti-phishing in the
networks, these current hardware-based approaches provide an additional layer of defense against phishing attacks.
Phishing is an attempt by an individual or a group to thieve personal confidential information such as passwords,
credit card information etc. from unsuspecting victims for identity theft, financial gain and other fraudulent activities.
The first defense should be strengthening the authentication mechanism in a web application. A simple username and
password-based authentication is not sufficient for web sites providing critical financial transactions. In this paper we
have proposed a new approach for phishing websites classification to solve the problem of phishing. Phishing websites
comprise a variety of cues within its content-parts as well as the browser-based security indicators provided along with
the website. The use of images is explored to preserve the privacy of image captcha by decomposing the original
image captcha into two shares that are stored in separate database servers such that the original image captcha can be
revealed only when both are simultaneously available; the individual sheet images do not reveal the identity of the
original image captcha. Once the original image captcha is revealed to the user it can be used as the password. Several
solutions have been proposed to tackle phishing. We organize the existing literature based on detection techniques for
different attack vectors (e.g., URLs, websites, emails) along with studies on user awareness. For detection techniques
we examine properties of the dataset, feature extraction, detection algorithms used, and performance evaluation
metrics.

1. INTRODUCTION

Online transactions are nowadays become very common and there are various attacks present behind this. In these
types of various attacks, phishing is identified as a major security threat and new innovative ideas are arising with this
in each second so preventive mechanism should also be so effective. Thus, the security in these cases be very high and
should not be easily tractable with implementation easiness. Today, most applications are only as secure as their
underlying system. Since the design and technology of middleware have improved steadily, their detection is a
difficult problem. As a result, it is nearly impossible to be sure whether a computer that is connected to the internet
can be considered trustworthy and secure or not. Phishing scams are also becoming a problem for online banking and
e-commerce users. The question is how to handle applications that require a high level of security. phishing is a form
of online identity theft that aims to steal sensitive information such as online banking passwords and credit card
information from users. Phishing scams have been receiving extensive press coverage because such attacks have been
escalating in number and sophistication.

One definition of phishing is given as "it is a criminal activity using social engineering techniques. Phishers attempt to
fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a
trustworthy person or business in electronic communication”.

2. LITERATURE SURVEY

Nektarios Leontiadis et.al,

Merits- We find that about one-third of all search results are one of over 7 000 infected hosts triggered to redirect to a
few hundred pharmacy websites. Legitimate pharmacies and health resources have been largely crowded out by search
redirection attacks and blog spam.

Demerits-Infections persist longest on websites with high Page Rank and from Edu domains. 96% of infected
domains are connected through traffic redirection chains, and network analysis reveals that a few concentrated
communities link many otherwise disparate pharmacies together. We calculate that the conversion rate of web
searches into sales lies between 0.3% and 3% and that more illegal drugs sale is facilitated by search-redirection
attacks than by email spam.
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Zhou Li et.al,

Merits- In this paper, using nearly 4 million malicious URL paths crawled from different attack channels; we perform
a large-scale study on the topological relations among hosts in the malicious Web infrastructure. Our study reveals the
existence of a set of topologically dedicated malicious hosts that play orchestrating roles in malicious activities.
Demerits- Despite the plethora of forms of attacks and the diversity of their delivery channels, in the back end, they
are all orchestrated through malicious Web infrastructures, which enable miscreants to do business with each other
and utilize others' resources. Identifying the linchpins of the dark infrastructures and distinguishing those valuable to
the adversaries from those disposables are critical for gaining an upper hand in the battle against them.

Kyle Soska et.al,

Merits- In this paper, we take a complementary approach, and attempt to design, implement, and evaluate a novel
classification system that predicts, whether a given, not yet compromised website will become malicious in the future.
We adopt several techniques from data mining and machine learning which are particularly well-suited for this
problem.

Demerits-A key aspect of our system is that the set of features it relies on is automatically extracted from the data it
acquires; this allows us to be able to detect new attack trends relatively quickly. We evaluate our implementation on a
corpus of 444,519 websites, containing a total of 4,916,203 Web Pages, and show that we manage to achieve good
detection accuracy over a one-year horizon; that is, we generally manage to correctly predict that currently benign
websites will become compromised within a year.

3. EXISTING SYSTEM

Password authentication is one of the most likely used authentication techniques. Secure password storage is the most
difficult process. In this paper, we propose a password confirmations structure that is intended for secure password
storage and could be effectively coordinated into existing authentication systems. In this project, first, we receive the
plain text from the user then hashed through a cryptographic function. In the next step, hashed password is converted
into a negative password. Finally, the negative password is encrypted into an Encrypted Negative Password using an
encryption algorithm. Challenge-response authentication and multi-factor authentication could be employed to further
improve security.

4. PROPOSING SYSTEM

The concept of image processing and improved visual cryptography is used. Image processing is a technique of
processing an input image and getting the output as either an improved form of the same image and/or characteristics
of the input image. In Visual Cryptography (VC) an image is decomposed into shares and to reveal the original image
appropriate number of shares should be combined. VCS is a cryptographic technique that allows for the encryption of
visual information such that decryption can be performed using the human visual system. We can achieve this by one
of the following access structure schemes.

5. ARCHITECTURE DIAGRAM
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7. SCREEN SHOTS
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8. CONCLUSIONS

Currently phishing attacks are so common because it can attack globally and capture and store the users’ confidential
information. This information is used by the attackers which are indirectly involved in the phishing process. Phishing
websites as well as human users can be easily identified using our proposed "Anti-phishing framework based on
Visual Cryptography". The proposed methodology preserves confidential information of users. Verifies whether the
website is a genuine/secure website or a phishing website. If the website is a phishing website (website that is a fake
one just similar to secure website but not the secure website), then in that situation, the phishing website can’t display
the image captcha for that specific user (who wants to log in into the website) due to the fact that the image captcha is
generated by the stacking of two shares, one with the user and the other with the actual database of the website. The
proposed methodology is also useful to prevent the attacks of phishing websites on financial web portal, banking
portal, online shopping market. This application can be implemented for all kinds of web application which needs

more security.
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