INTERNATIONAL JOURNAL OF PROGRESSIVE e-ISSN :
IIPREMS RESEARCH IN ENGINEERING MANAGEMENT 2583-1062
\l@

AND SCIENCE (IJPREMS) Impact
WWW.ijprems.com (Int Peer Reviewed Journal) Factor :
editor@ijprems.com Vol. 04, Issue 11, November 2024, pp : 2581-2586 7.001

TRUST-BASED METHOD FOR MANET USING IMPROVED BACTERIA
FORAGING OPTIMIZATION TECHNIQUES

Mahesh Gawalit, Dr. Harsh Lohiya?
'Research Scholar, Department of CSE, SSSTUMS, Sehore, M.P. India.
2Associate Professor, Department of Computer Science & Engineering SSTUMS, Sehore M.P. India.

ABSTRACT

In the past few years, the demand on the network has increased day by day, so the need for infrastructure, security
equipment and access is becoming difficult for us. Mobile ad hoc networks allow us to establish a connection between
two or more nodes. In this work, we present an optimization method to improve the connection between sites and sites
by using the communication from the trust to determine the optimal number of hops between nodes and to package data
from source to source. The proposed algorithm IBFOA is based on finding the truth about the reliability and
communication security of nodes in the network, here we show that the test type is normal in the simulation scenario.
Challenge the norm and try to be more efficient than the current system.
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1. INTRODUCTION

Mobile ad hoc network is used for wireless communication between all devices; it is a network of wireless sensors. In
mobile ad hoc network, a collection of n nodes communicate randomly between locations and locations, where each
node has its own lifetime or energy efficiency. Various routing algorithms and routing protocols are used to establish
communication and send packets in an orderly manner. Routing protocols are divided into reactive routing protocols,
proactive routing protocols and hybrid routing protocols [4]. Mobile ad hoc networks work with dynamic features or
based on random topology features, so the power of transmitting information packets is a very important task. Here, the
nodes in the cell's own organization also face the challenge or threat of a potential attack.

The attacker can be someone from inside or outside the network. The communication network for reliable
communication, the cost of packet distribution between the source and destination, the end-to-end delay of the number
of nodes, and the anode life or energy to improve the quality of service. Here, various technologies such as data mining
technology, artificial intelligence technology, machine learning, genetic algorithms, mutual learning deep modeling and
bio-inspired optimization algorithms are used to test the above services [14].
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Figure 1: Mobile ad-hoc network [7].

Over the last two decades technology offer us tremendous change in every sector, artificial intelligence and optimization
techniques are the most popular techniques for each sector, here we mention some bio-inspired optimization techniques
for mobile ad-hoc networks and improve the performance of an existing networks. In this work, we discuss the bio-
inspired optimization algorithm and improve the quality of services parameter than existing work [5].
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Figure 2: The above picture represents a relationship between artificial intelligence and mobile ad- hoc network [3].
2. PROPOSED WORK

Biologically inspired techniques are used to distribute resource allocation problems and deal to the efficient quality of
services in a mobile ad-hoc network. As we already discuss there are various key challenges like bandwidth utilization,
reliability, scalability, and mobility.

In this section, we discuss our present work and algorithm which is based on the bio-inspired algorithm and improve
obtained result value than existing work. Here our proposed work uses trust-based calculation approach for a node with
proposed optimization techniques. These techniques have excellent characteristics for the proposed work and obtained
solutions like scalability, and adaptability, The main aim of this proposed work is to obtain the optimal solution in a
network with ensure the security of a participating node which does not affect any type of attack or any threats based of
trust based routing mechanism for each node in a network.

The proposed model works on bio-inspired based technique i.e. improved bacteria for aging optimization algorithm. The
proposed model has divided the works into a table which is carrying information on data retrieval and route formation
of stages between the number of nodes, this model uses the ad-hoc on-demand distance vector routing protocol for
transferring the packet in a network and maintaining a routing table for each node based on node trust value.
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Figure 3: Data transmission using improved bacteria for aging optimization algorithm based on ad- hoc protocol.

In the above figure node S is a source node, node D is a destination node, and node A is an intermediate node between a
source node and the destination node.

Here the data sending from the source node is always done only after checking the trust value of node A and sent the
message data request to intermediate node A if intermediate node A is reply with a data reply message to node S after
checking the congestion in a network, energy availability as required for the successful forwarding of a packet, and also
check the node status which is a malicious node or not, if the node is marked with malicious node then source node
discards the data sending process via an intermediate node. After receiving successful packets from the source node,
node A forwards the packet to destination node D.
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Figure 4: The above figure represents the trust-based mechanism for forwarding a packet from the source node to the

destination node.

In the above figure, we represent our proposed work model which is based on the trust-based value, the node is always
checking a trust value before forwarding the packets, and its compared with a threshold value, if a node value is less
than the threshold value then we use respective node is a trusted node otherwise not if a node is trusted then intermediate

node reply the date request otherwise the request is discarded.
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Figure 5: The above figure presents the proposed workflow graph.
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There are some steps we have to follow to implement this system are following:-

Step 1- begin the process of virtualization and open the VMware machine and turn on the power of the virtual machine.
Step 2- After the successful power on for the machine log in with the id and password to enter into the machine.

Step 3- Run the tool command script file for the network simulator.

Step 4- Open the shell scripting window and run the file using the shell command.

Step 5- Apply the techniques with the network simulator s like the previous approach and proposed approach.

Step 6- Find the best route according to the applied techniques with the network simulator and find the best route or path.
Step 7- Getting the optimal routing results.

Step 8- After getting optimal results if we are not satisfied with the results then go to step 5, until we found the best
results.

Step 9- Exit the experimental simulation process and end the VMware machine with a power-off signal.
3. RESULT ANALYSIS

In this section, we discuss the proposed experimental results compare with the existing techniques; also discuss the
simulation experimental environment and the snapshot for the proposed and existing methods results. The proposed
methods give better results than the currently existing techniques, the performance evaluation parameters are such as the
delay between the packets are transmitting between a source node and destination node, throughput for a delivered
number of packets, and packet delivery ratio for a packet between the source and destination, here we discuss
comparative performance result summary using existing and proposed methods with tabular form and graphical
representation also.
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Figure 6: This window shows the running shell files output and their description used in a network simulator.
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Figure 7: The above window shows the network animator files in a network simulator.

@International Journal Of Progressive Research In Engineering Management And Science Page | 2584



INTERNATIONAL JOURNAL OF PROGRESSIVE e-ISSN :
I[IPREMS RESEARCH IN ENGINEERING MANAGEMENT 2583-1062
Q\, \t\g

AND SCIENCE (IJPREMS) Impact
WwWw.ijprems.com (Int Peer Reviewed Journal) Factor :
editor@ijprems.com Vol. 04, Issue 11, November 2024, pp : 2581-2586 7.001
The improwsd EFOA nethod' = detection rate
oo "ER-IRP" ——
TEE-OHRAT
i+ _ :
o i i i
0 10 20 30 40
Time (wns)

Figure 8: The above window shows the output of a performance parameter is the detection rate for the existing and
proposed method in a network simulator.
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Figure 9: The above window shows the output of a performance parameter a delayed with a selective dropping attack
for the existing and proposed method in a network simulator.
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Figure 10: The above window shows the output of a performance parameter is detection rate for the existing and
proposed method in a network.
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4. CONCLUSION

In this paper, our experimental result shows that better quality of services parameter value than existing work. The
proposed algorithm is based on the find right node according to their trust value and makes secure communication
between the nodes in a network, here in the simulation scenario we present the experimental result for the normal mode
and as well as attack mode and find a better performance than the existing techniques.
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