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ABSTRACT

Facial recognition technology has gained significant traction in enhancing security and access control systems,
particularly in smart door lock systems.

This review presents an in-depth analysis of recent advancements in face recognition-based door locking solutions, with
a focus on their integration with 10T, artificial intelligence, and machine learning techniques. The primary aim is to
evaluate the efficiency, scalability, and security aspects of these systems. Research from various IEEE conferences and
journals highlights diverse methodologies, including the use of Raspberry Pi, ESP32 CAM, hierarchical networks, and
convolutional neural networks.

The studies explore real-time door unlocking, multi-functional access control, and the use of voice commands alongside
facial biometrics for enhanced user experience. Furthermore, the performance of face detection and recognition systems
under different environmental conditions and hardware configurations is critically examined. While most solutions
demonstrate high accuracy and reliability, challenges such as privacy concerns, system vulnerability to spoofing, and
limitations in low-light environments persist.

This review concludes by identifying potential areas for further research, including the development of more robust,
privacy-centric facial recognition algorithms and the integration of additional biometric authentication methods to
increase security.

Keywords: Face recognition technology ,Smart door lock systems loT-based security,Biometric authentication
Artificial intelligence (Al),Convolutional neural networks (CNN),Real-time face detection Raspberry Pi,ESP32 CAM
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1. INTRODUCTION

As the demand for smarter, more secure homes and workplaces rises, facial recognition technology has emerged as a
critical component in modern access control systems [1][2]. Traditional security measures such as keys, passwords, and
RFID cards are prone to theft, loss, or duplication, creating vulnerabilities in physical security [3][4]. In contrast, facial
recognition provides a non-invasive, reliable, and efficient method of identity verification, making it particularly well-
suited for smart door locking systems [5][6].

Recent advancements in artificial intelligence (Al), machine learning (ML), and the Internet of Things (IoT) have
significantly enhanced the capabilities of facial recognition systems [7][8].

These innovations enable the creation of real-time, highly accurate systems that can function autonomously and integrate
seamlessly with other smart home devices [9][10]. A variety of approaches, including the use of convolutional neural
networks (CNNs), Raspberry Pi, and ESP32 CAM modules, have been developed to improve the performance and
reliability of facial recognition systems, even in challenging environments [11][12].

This review paper examines the latest developments in face recognition-based door lock systems, focusing on the
integration of Al, 10T, and biometric technologies [13][14].

By analyzing recent research and technical implementations, this paper seeks to provide insights into the current state
of the field, the challenges faced in real-world deployment, and potential avenues for future improvement [15][16]. The
goal is to explore how these systems can offer both convenience and enhanced security while addressing issues of
privacy and ethical concerns [17][19].
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2. METHODS

This review paper systematically examines the current research and development of facial recognition technologies
applied in smart door lock systems [1][2]. The methodology for this review involved several key steps:

A. Literature Search and Selection Criteria:

A comprehensive search was conducted across various databases, including IEEE Xplore, Springer, and other
reputable sources, to gather relevant studies published between 2012 and 2023 [3][5]. Keywords such as "facial
recognition,” "smart door lock," "biometric access control,” "loT security,” and "Al-based facial authentication"
were used to locate pertinent research articles [4][6]. Only peer-reviewed papers, conference proceedings, and
technical reports focused on door lock systems utilizing facial recognition were included [7][8].

B. Categorization of Technologies:
The selected papers were grouped based on the technology used, such as Raspberry Pi-based systems, loT-enabled
facial recognition, convolutional neural networks (CNNSs), hierarchical networks, and ESP32 CAM modules
[9][11]. This categorization allowed for the identification of trends and the comparative performance of different
technologies in real-time facial recognition and door access systems [10][12].

C. Evaluation of System Architectures:
The architectural design of each system, including hardware components and software algorithms, was critically
analyzed [13][15]. Key parameters such as processing speed, recognition accuracy, environmental adaptability, and
scalability were examined [14][16]. Special attention was given to the implementation of Al and machine learning
models in improving the efficiency of facial recognition [17][18].

D. Analysis of Security Features:
The review also focused on the security measures incorporated in the face recognition door lock systems [19][21].
This included an analysis of anti-spoofing techniques, encryption of facial data, and multi-factor authentication
approaches combining facial recognition with voice commands, NFC, or other biometric methods [20][22].

E. Assessment of Practical Challenges:
The papers were further reviewed to assess practical deployment challenges such as false positives/negatives,
lighting conditions, and privacy concerns [23][25]. The effectiveness of these systems in real-world conditions was
discussed, especially in terms of their robustness in different environmental settings, such as low light or outdoor
exposure [24][26].

Figure 1.1 : ESP 32 Camera

F. Comparative Study and Synthesis:
Finally, the performance metrics from different studies were compared, including recognition accuracy, latency,
and energy consumption [27][29]. This comparative analysis aimed to provide a broader understanding of how
different approaches perform and the trade-offs involved in using various technologies [28][30]. The synthesis of
this information helped identify gaps in the existing systems and propose areas for further research [31][32].

3. RESULTS

The review of papers on facial recognition-based smart door lock systems revealed notable advancements in both
technology and performance [1][2]. Many systems utilized Al and machine learning techniques, such as convolutional
neural networks (CNNs), to achieve high accuracy rates, often exceeding 95%, even in varied environments [3][5].
Cost-effective solutions were developed using hardware like Raspberry Pi and ESP32 CAM modules, demonstrating
the practicality of low-cost smart lock systems for residential use [4][6].

As reviewed, The ESP32-CAM is a low-cost development board featuring a camera module, Wi-Fi, and Bluetooth
capabilities, making it suitable for 10T applications. It is frequently used in smart door lock systems and face recognition
projects, as highlighted in the reference papers discussing ESP32 CAM Face Detection Door Lock [9] and Real-Time
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Door Unlocking Systems [6] shown in Figure 1.1. Its compact size and easy integration with various components provide
sufficient processing power for basic image processing tasks.

On the other hand, the Raspberry Pi is a versatile single-board computer that can run a full operating system and interface
with various peripherals. It is commonly employed in facial recognition and security systems, as indicated by the papers
on Raspberry Pi-based real-time identification systems [5] and secure door operating systems [16] shown in Figure 1.2.
The Raspberry Pi benefits from robust community support, extensive libraries for computer vision tasks (such as
OpenCV), and compatibility with numerous sensors and modules, enhancing its functionality in security applications.

Additionally, the integration of loT and edge computing allowed for real-time, localized facial recognition processing,
reducing latency and enhancing data security [7][8]. These systems also addressed common challenges, such as spoofing
and environmental conditions like lighting and facial angles, through the use of advanced algorithms and multi-modal
authentication methods [9][10]. Overall, the systems demonstrated reliable performance, with some offering features
like voice commands and multi-user access control to further improve usability and security [11][12].

Figure 1.2 : Raspberry Pl

4. DISCUSSIONS

The review of studies on facial recognition-based smart door lock systems highlights the significant progress made in
the development of secure and efficient access control solutions [1][2]. The application of advanced technologies like
Al, machine learning, and 10T has enabled these systems to achieve high levels of accuracy and robustness, particularly
through the use of CNNs and hierarchical networks [3][4]. This is particularly valuable in environments where facial
variations due to lighting, angles, or occlusions can pose challenges [5]. However, while most systems demonstrated
accuracy rates above 95% in controlled environments, real-world performance often fluctuates, particularly in
uncontrolled lighting conditions or with a large number of users, pointing to a need for further refinement of algorithms
to ensure consistent results across diverse settings [6][7].

A key advantage of many systems is the integration of low-cost hardware, such as Raspberry Pi and ESP32 CAM, which
makes facial recognition technology accessible for small-scale use in residential and small business applications [8][9].
This cost-efficiency opens up possibilities for wider adoption, but it also introduces potential limitations in terms of
processing power and scalability [10]. For instance, edge computing methods effectively reduce latency and enhance
data privacy, but they may face challenges in handling large databases or more complex recognition tasks in large-scale
deployments [11][12].

Security remains a crucial concern across the reviewed studies [13]. While several systems addressed vulnerabilities
like spoofing attacks through multi-modal authentication or advanced anti-spoofing techniques, there is a need for
stronger encryption and more sophisticated security measures to protect against unauthorized access and ensure data
integrity [14][15]. This becomes particularly relevant in 10T-based systems, where data transmission between devices
could be vulnerable to cyberattacks if not properly secured [16][17].

Finally, user experience is a critical factor in the adoption of facial recognition-based door lock systems [18]. Systems
that offer additional features, such as voice command integration and multi-user access, significantly improve usability
and are more likely to meet the needs of diverse users [19][20]. However, balancing security with convenience remains
a challenge, as overly stringent security measures could compromise ease of use [21]. Future research should focus on
enhancing both the security and usability of these systems, ensuring that they are not only technically sound but also
practical for everyday use in various contexts [22][23].

In conclusion, while facial recognition-based smart door lock systems show great promise, continued advancements in
Al, security protocols, and hardware efficiency are necessary to ensure their reliability and effectiveness in real-world
applications [24][25].
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5. CONCLUSION

In conclusion, facial recognition technology, particularly with CNNSs, has significantly advanced, achieving over 95%
accuracy and becoming a viable solution for secure access control in residential and small business settings [1][2][3][4].
The integration of loT and cost-effective hardware like Raspberry Pi enables real-time, edge-based processing,
enhancing speed and privacy while reducing risks of cloud data breaches [5][6][7][8][9]. Despite these gains, challenges
such as environmental variability, spoofing risks, and 10T security vulnerabilities remain critical
[10][11][212][13][14][15]. Continued research must focus on improving algorithm performance, anti-spoofing measures,
and user-friendly security to enable reliable real-world use [16][17][18][19].
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