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ABSTRACT

Fake image detection is a rapidly growing area for research to protect against misleading information as nowadays the
spread of fake images on social media platforms is increasing rapidly which threatens the security of individuals and
businesses. In this research an important aspect of fake image detection that the paper discusses is “Time Series
Analysis”. This technique inspects how information or activity changes over time, the robustness of this technique is
discussed and how it plays a vital role in fake image detection. This research will be a valuable resource for researchers
functioning on fake image detection. This paper concludes that time series analysis helps to detect unusual patterns that
can indicate when fake images are being used , making it a valuable tool for fake image detection.
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1. INTRODUCTION

Fake Image detection appears to a critical filed in computer vision with extensive application in media , digital forensic
and security. Techniques such as Deepfakes and GANs (Generative Adversarial Networks ) to an increasing extend ,the
need for comprehensive method to identify forged images becomes vitally important. By leveraging temporal patterns in
image series, the study proposes a methodology for analyzing features that distinguish between real and fake image
sequences. The results indicate that time series methods can effectively highlight inconsistencies in fake images that are
not visible in single-frame analysis.

1.1PURPOSE: Time series analysis checks the consistency over time of how the images are manipulated , for example
change in pixel should follow natural or expected patterns. To explore the use of time series analysis in detecting fake
images. To identify and model temporal patterns that distinguish real from GAN-generated images. To evaluate the
performance of time series-based methods against conventional image detection models. To develop a framework for
analyzing image sequences for anomalies. To propose improvements in the detection of advanced fake images using
temporal and sequential data.

Real Images from FFHQ I Fake Images from StyleGAN2

-

Figure :- Two Real Images From Ffhg ( Karras, Laine And Aila 2019( Left) [7JAnd Two Fake Images From Style —
Gan2 (Karras Et Al. 2020) ( Right )[8]

2. LITERATURE REVIEW

A survey of detection and mitigation of fake images done by Dilip .S states that Fake image detection is a classification
problem. The final output is identifying whether the image is fake or not. The process starts with gathering various types
of tampered images manipulated using single or multiple alterations and then, after processing, classifying them as real
or false. The fake image detection process at a high level comprises handcrafted feature sets and self-learning neural
networks. A fake image detection workflow using handcrafted features. Initially, a set of tampered images is collected.
Then, each image may undergo pre-processing activity, like gray scaling and cropping. In the feature extraction phase,
various image features are extracted relating to the image. These features can be device-specific, image intrinsic, or
semantic/statistics characteristics of an image. Forensic methods use handcrafted intrinsic features of images, while other
methods use other characteristics. Feature preprocessing may or may not be applied to reduce features to achieve
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computational efficiency. [1] The field of fake image detection has evolved significantly with advancements in deep
learning, especially the emergence of GANSs. Several traditional and modern approaches have been explored to combat
the generation of fake images. According to Goodfellow et al. (2014), GANs work by using two neural networks the
generator and the discriminator— in a competitive manner, which results in high-quality image outputs. This makes
detecting fake images a challenging task for standard detection methods that rely on pixel-level analysis.[2] A notable
study by Marra et al. (2019) emphasizes the limitations of static image-based detection methods. They suggest that
temporal inconsistencies in image sequences can be exploited to identify GAN-generated content. Similar work by Hu
et al. (2020) explores the use of frequencydomain analysis to reveal unnatural patterns in fake images. These studies
highlight the potential of moving beyond single-image analysis and incorporating temporal features.[3] Research into
time series analysis for images is relatively scarce but promising. Time series approaches like AutoRegressive Integrated
Moving Average (ARIMA), Long Short-Term Memory (LSTM), and Hidden Markov Models (HMMs) have been used
extensively for forecasting and anomaly detection in other domains (Box et al., 2015). Implementing these methods in
fake image detection is a novel concept that this study aims to investigate.[4]

3. METHODOLOGY

The research employs a combination of quantitative and qualitative methods to explore the effectiveness of time series
analysis for detecting fake images. In the context of Time series analysis here we have studied the following two
algorithm and how useful these algorithms are :

1. Long Short-Term Memory (LSTM) Networks LSTM networks are a type of recurrent neural network (RNN) that are
particularly effective for sequence prediction problems. They can learn from the temporal dependencies in data, making
them well-suited for time series analysis. Application: In fake image detection, LSTMs can analyze sequences of images
or the changes in image features over time. For example, they can track changes in pixel intensity or color distribution
to identify anomalies that may suggest manipulation.

2. Dynamic Time Warping (DTW) DTW is a technique used to measure similarity between two temporal sequences that

may vary in speed. It aligns sequences in a non-linear way, allowing for flexible matching. DTW can be applied to
compare sequences of image features over time. For instance, it can be used to detect discrepancies in a sequence of
images that are supposed to depict a continuous event, highlighting any alterations or anomalies.

Dynamic Time

Feature LSTM Networks Warping
(DTW)
Type Deep learning (RNN) Classical algorithm
Data handling Large datasets, raw sequences pfemd:girega;:;t?rsés
Learning process Supervised learning (training) | Non- learning(direct comparison)
Feature Extraction Automatic feature learning Requires prior feature extraction
Computationa I Higher, especially with Lower for small sequences, quadratic
Complexity training for long ones
Output Predictions/classification Similarity scores

A.Comparison Between Long Short-Term Memory (Lstm) Networks And Dynamic Time Warping (Dtw)

£

optimal parameters

TIME SERIES ANALYSIS FLOW CHART [6]
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4. RESULTS AND DISCUSSION

The research presents a timely and relevant exploration of using time series analysis to enhance fake image
detection, addressing a critical issue of digital forensics, media integrity, and security. The paper effectively
argues for the integration of temporal analysis into the detection methodologies traditionally dominated by
static image evaluations. LSTM networks and Dynamic Time Warping (DTW) showcases a robust
methodological framework. Both algorithms are well-justified:

- LSTMs can recognize temporal dependencies in sequences, which is essential for identifying subtle
anomalies across frames.

- DTW provides a means of aligning sequences in a flexible manner, making it suitable for detecting
alterations in time-varying data.

5. CONCLUSION

The research demonstrates that time series analysis provides a promising approach to detecting fake images,
particularly when analyzing sequential data. While traditional static methods are limited in their ability to
capture temporal anomalies, time series models such as LSTM can effectively identify irregular patterns in
GAN-generated sequences. By incorporating temporal features, this methodology can enhance the accuracy
of fake image detection and offer a robust framework for future developments in this domain.
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