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ABSTRACT

Every communication via the internet relies heavily on data security. Data interchange or transmission from the sender to the
receiver should be done in an authenticated manner. We use the AES method to encrypt and decrypt picture data. In this work,
an image or files are given as input to the AES encryption technique, which returns a decrypted output. Using secret keys, the

same AES method is utilised to encrypt the decrypted data.
Keywords: AES, Security , Encrypt .

1. INTRODUCTION

The use of the internet has increased in everyday life for even the tiniest data connection transfer. DES and AES are two

examples of encryption techniques that are used to make data transfer safer and more secure.

The data is encrypted at the sender's end, and the data is received in encrypted form by the receiver, who then encrypts it with
the use of a secret key. Which is shared by both the sender and the receiver. Unauthorized users cannot access the encrypted

data because it is in an unreadable format.
2. METHODOLOGY

The system architecture is given in Figure Each block is described in this section

Sign In : Users have to create an account , with email and password. If a user has an account she or he has to sign in with

required credentials .
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Image Encryption and Decryption :

Encryption
Here user can encrypt different files , either single or multiples , using anyone key size and mode ; after that user must
create a secret key . And end the encryption process .

Decryption :

User have to choose the mode and key size and have to enter the secret key and then upload the encrypted file , after that
user will receive the decrypted file .

5.2 Algorithm :
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Figure 5.2.1

The Advanced Encryption Standard (AES) was created by the US National Institute of Standards and Technology (NIST)
in 2001 as a specification for the encryption of electronic data. AES is the most frequently used algorithm. Because it is
considerably stronger than DES as well as triple DES.

The AES cypher is a block cypher. The key can be 128 or 192 or 256 bits in length. Data is encrypted in 128-bit blocks. It
accepts 128 bits as input and outputs ,128 bits of encrypted ciphertext. AES is based on the substitution-permutation network
principle, which entails replacing and shuffling the input data through a series of connected processes.

Working of the cipher :

AES uses bytes rather than bits to conduct operations. The cipher handles 128 bits (or 16 bytes) of incoming data at a time
since the block size is 128 bits. The number of rounds depends on the key length as follows : 128 bit key — 10 rounds 192 bit
key — 12 rounds 256 bit key — 14 rounds.

Creation of Round keys :
To calculate all the round keys from the key, a Key Schedule algorithm is employed. As a result, the initial key is used to
generate a number of other round keys, each of which will be used in the encryption round that follows.

Encryption : AES considers every block as a 16 byte (4 byte x 4 byte = 128 ) grid in a column major arrangement.
[bO|b4|b8|bl2]|
| bl|b5]|b9|bl3]|
| b2 | b6 |b10| b14]
| b3 | b7|bll] bl5| ]

Each round is of 4 steps :
SubBytes
ShiftRows
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MixColumns
Add Round Key

The last round doesn't have the MixColumns round. The SubBytes does the substitution and ShiftRows and MixColumns
performs the permutation in the algorithm.

SubBytes : In this step implementation of substitution happens . In this step every byte is substituted by another byte. It is
performed using a lookup table which is also called the S-box. The substitution is done in such a way that a byte is never
substituted by itself and is also not substituted by another byte that is complimented by the current byte. The result is the same
16 byte matrix (4 x 4). Permutation is implemented in the next two steps.

ShiftRows : Each row is shifted a particular number of times. The first row is not shifted. The second row is shifted once to
the left. To the left the third row is shifted twice and the fourth row is shifted thrice to the left.

[bO|bl|b2|b3][bO|bl|b2|b3]
| b4 | bS | b6 | b7 | ->| b5 | b6 | b7 | b4 |
|b8 b9 | b10 | b1l ||b10|b1l|b8|b9|
[b12|b13|b14|b15][bl5|b12|bl3|b14]

MixColumns : This step is if * matrix multiplication’. Each column is multiplied with a specific matrix and therefore the
position of each byte in the column is changed as result. In the last round ; this step is skipped.

[c0]1=[2311][b0]
[cl1]1=[1231]|bl]
[c2]1=[1123]|b2]

[c3]=[3112][b3]

Add Round Keys : Now resultant output of the previous stage is XOR-ed with a corresponding round key. Here 16 bytes
isn’t considered as grid but just as dada of 128 bits .
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Figure 5.2.2

This process is repeated until all the data to be encrypted has undergone this process. When all these rounds have been completed,
128 bits of encrypted data is returned.

Decryption : It is easy to undo the stages in the rounds since each stage has an opposite and when the opposite is applied, it
reverses the changes. This is done for each block of 128 blocks through 10,12, or 14 rounds, depending on the key size.
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The stages of each round in decryption is as follows :
e Add round key

e Inverse MixColumns

e ShiftRows

e Inverse SubByte

The ‘decryption’ process is the ‘encryption’ process which is done in reverse.

Inverse MixColumns : This step is alike to the MixColumns step in encryption, but differs in the matrix used to carry out
the operation.

[b0][1411139][c0]
|bl]|=]9141113]|cl]|

|b2[]13914 11 [|c2|
[b3][1113914][c3]

Inverse SubBytes : During decryption, the inverse S-box is used as a lookup table and to substitute the bytes.

3. RESULTS AND DISCUSSION

In this Section results and discussion of the study is written. They may also be broken into subsets with short, revealing captions.
This section should be typed in character size 10pt Times New Roman.

The selected file has an extension {(.enc) that is not recognized by
Windows Media Player, but the Player may still be able to play it.
Because the extension is unknown by the Player, you should be sure
that the file comes from a trustworthy source.

Lalbaugh_..

Do you want the Player to try to play this content?

[ Don't ask me again for this extension (.enc).

Mo

Figure 3.1After the decryption

"

i

—

Lalbaugh_...

Figure 3.2 After the encryption

4. CONCLUSION

Image encryption and decryption are the two amin processes , takes place user can choose any one of the operation to perform
on images . User can set their own combination keys of passwords for decryption and have to use the same key for encryption
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